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Undirected Graph Information Aggregation Reasoning Based
SDN Suspicious Traffic Detection
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(Department of Computer Science and Technology, Tsinghua University, Beijing 100084, China)

Abstract: In order to improve the performance of suspicious traffic detection algorithm in software defined network,
this paper proposes a method for detecting suspicious traffic of %2 nearest neighbor based on undirected graph
process. OpenFlow module is used to create data stream, and the intrusion rules are constructed. Then, based on
the map nodes/edges represent with the Markov chain, the undirected graph was used to represent the attack
characteristics, it realized the incremental implementation of new attacks, which could reduce the computational
complexity of constructing undirected graph, and the % nearest neighbor algorithm was used to classify the malicious
attack traffic characteristics of undirected graph to achieve effective detection of attacks. Finally, the performance of
the proposed algorithm is verified by the SDN test platform.
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1. procedure createFlow(duration, features, packets)
2. W B IR s R S=;

3. for all packet do

4, if S=({ then packet—S else

5. if packet JFUEIHE S S a3t 8] KT duration do
6. i 1 55— B E N M b BRI — B 5

7.\ S RS BRE AU I 5

8. I\ M RS IR 1A U 5

9. end if

10. ¥E4k flag=TFalse;

11. for packet& S do

12. if featurey,ae = feature umpace: then

13. M. get (id of start Packet). add (packet) ;

19. % & flag=True;

20. end if

21. end for

22. if flag=False then
23. packet—S;

24. M. put (id of packet, add packet to the list);
25. end if
26.  end if
27. end for
28. if M= then
29. i iy M v T BRI 5
30. endif
31. end procedure
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1. Procedure Flow classification(FL , &, 1) ;
2.fori=1:ndo
3.R = {(J}, suspiciouscount = 0, benigncount = 0;
4 FETRAEARMIESRS 1 ORI fin R = (i}
5.1f n; A EETY S then
suspiciouscount = suspiciouscount + 1;
6.  else benigncount = benigncount + 1;
7. end if
8. for j = 1:k do

9. K% top kl (nism;)sR = (R} U ny3

10. if n; 2 DoS %4z then

11. suspiciouscount = suspiciouscount 4 1

12. else

13. benigncount = benigncount + 1;

14. endif

15.  endfor

16. classifyF(R, f1,) ;

17. endfor

18. endProcedure

Function classifyF(R, fI;)
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. if benigncount > suspiciouscount then
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. classifyF (R, f1,)

10. endloop
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